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BACKGROUND
Arkansas Hospice provides end-of-life hospice care and pain management for terminal patients 
throughout the state at 11 locations. Currently, their staff of over 400 care for over 500 patients 
daily. They are the largest hospice program in the state.

THE CHALLENGE
Arkansas Hospice has company-issued tablets and phones which access email and their electronic 
health record (EHR) system, making a malware infection or lost/stolen device a challenge for their 
staff, particularly in this HIPAA-regulated industry. Yet, mobile devices have proven invaluable in 
keeping their CNA staff, who travel to visit patients in more than 30 counties, in touch with critical 
care staff.

When the decision was made to use mobile devices, their existing security provider did not offer 
a mobile solution. Steven Bryant, Manager of Information Services, was already looking for a new 
endpoint security solution.

“As time went on, our previous antivirus solution’s response time became less effective, we saw 
more and more infected machines. We’d spend a couple of hours a week reimaging machines.”

“The best feature, if you are a HIPAA controlled business, is you can wipe 
the device back to factory defaults... remotely (and there is a way to 
confirm the device received and executed your command!”

Steven Bryant, Manager of Information Services, Arkansas Hospice

Webroot delivers security for 
Arkansas Hospice mobile devices.
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“I tried it (Webroot) at home, got a business demo, and tried it on a friend’s 
machine that I constantly had to help with. I was actively trying to find 
issues. That was enough for me. At that point, we didn’t have antivirus 
on the mobile devices, we were just managing security through the EHR 
application itself. Webroot mobile protection just came along when we 
happened to need it,” said Bryant.

Arkansas Hospice has a hybrid mobile environment—company-issued 
devices if documentation is being done, and managers allowed to BYOD 
(Bring Your Own Device) to use ActiveSync on their phones. No patient 
information is permitted on these devices. “If you want ActiveSync, you get 
Webroot. We won’t allow them on the network without it,” Bryant explained.

THE SOLUTION
Arkansas Hospice started using Webroot SecureAnywhere® Business Mobile 
Protection over a year ago and were pleased to find, just like the desktop 
solution, that it far surpassed their expectations. The mobile version scans 
incoming files, running processes and text messages.

It also warns of dangerous websites, as well as settings on user devices 
that may make it vulnerable to known attacks, all while being controlled 
through the central website interface.

RESULTS
“This set of tools has been a lifesaver for us, as it allows my department to 
focus on making the information systems better rather than spending half 
our day disinfecting devices and dealing with HIPAA mandated notifications 
for lost devices,” said Bryant.

“I can’t recommend Webroot (both endpoint and mobile) 
protection highly enough. This has literally been a 
game-changer for our business and has allowed my IT 
department to finally get to a lot of big projects that we 
never had time to do before. If you’re not using Webroot, 
you are wasting company money, time and resources 
that far outweigh the yearly cost of this product. Simply 
the best.”

Steven Bryant, Manager of Information Services, Arkansas Hospice

“This is all wonderful stuff that we’re very excited to be able to offer to our 
users, but to be honest, the thing we were literally kicking our heels in the 
air and shouting hooray about is the features you’ll find under the “Lost 
Device” menu. GPS locating of lost devices (awesome), the ability to lock 
the device with a message like “I’m Lost, please call xxx-xxxx to report you 
found me!”

“If that doesn’t work, you can lock the device and make it produce a horrific 
screaming voice! We used this feature for a tablet that was dropped while 
crossing a grassy area in front of a nursing home, and the nurse was able 
to find the device pretty quickly. A janitor was holding it, trying to figure out 
how to make it stop screaming! How wonderful is that? To date, we’ve only 
had to remotely wipe one device.”

“Anytime you lose a device it’s more than paying a fine, you have to think 
of the actual patient. The last thing you want to do is cause more pain to 
a vulnerable family. Our concern was how to prevent that from happening. 
This is the next level,” Bryant explained.

Bryant added, “We’ve always stayed on the forefront. We started encryption 
in 2006. We have fashioned the utilities on our mobile devices so they don’t 
cache locally and they wipe at the end of the day. I take this very seriously, 
and Webroot mobile has really impressed me.”
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