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Myths of Transitioning

IT solutions providers interested in adopting managed services
should not fall prey to common myths about the transition
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The IT ecosystem is changing faster than ever. The cloud alone has had a 
major impact on what customers need and expect. Other trends, such as 
the rise in mobility, have also contributed to the ever-shifting landscape. 

Savvy IT resellers have done their best to adjust to these changes. Many 
are no longer focused on hardware sales. Many are no longer rolling trucks 
for service. Many have, instead, adopted the managed services model. 

Despite existing as a proven and successful business model for years, 
there are still many IT resellers who do not offer managed services, 
or do so in a very limited capacity. When asked why they have steered 
clear of becoming managed services providers (MSPs), most have 
their reasons. When pressed, the reality is that their reasons are 
based on myths and misperceptions. 

In this paper, we will examine the true benefits of the managed 
services model and discuss the challenges of making the shift to 
managed services. Additionally, we will take a close look at the latest 
best practice of building a managed services model around endpoint 
security and addressing and dispelling common myths business 
owners might encounter.

ADVANTAGES OF THE MSP MODEL
While there are many advantages and benefits of the MSP model, arguably 
the most significant is the creation of a predictable, recurring revenue 
stream. Gone, or greatly reduced, are the ebbs and flows of revenue 
that are experienced through the traditional break-fix model. Peaks and 
valleys of revenue are flattened to a predictable monthly stream, which, 
depending on contract length, can last years.

As more revenue falls under this category, it then becomes easier for 
an MSP to make decisions to improve the company. For example, many 
solutions providers under the traditional model have difficulty expanding 
operations and hiring new employees out of fear that sales in future months 
might not support the expansion. Marketing investments are, likewise, 
difficult to make. The MSP model, and its resulting recurring revenue, allow 
such decisions to be made with confidence because future revenue is able 
to be quantified. It goes without saying that, even if expansion isn’t a goal, 
it’s comforting that expenses are paid on the first of every month through 
recurring managed services contracts.

Another benefit of this model is the efficiency gains an MSP can experience. 
By relying on automation tools and other support applications, MSPs are 
able to provide a high level of proactive service with limited manpower. 
Nearly every aspect of operations is measured under this model, with top 
performers keeping a watchful eye on certain key performance indicators. 

As a result of using automation tools and becoming proactive with support, 
relationships with customers are typically very strong under the MSP model. 
Greater uptime, improved end-user productivity, and a predicable expense 
are just a few reasons why customers enjoy the perks of the MSP model.

Truly, the titles of “trusted advisor” and “outsourced CIO” are justified here. 
While traditional resellers might advise their customers, such consulting 
services are often provided on an infrequent basis. MSPs engage with 
their customers constantly as true partners, which not only leads to more 
satisfied customers but stickier relationships built on trust. 

The nature of services provided under the MSP model also contributes 
to stickier relationships. Most often, bundles of solutions are created, 
which include a variety of services such as backup and recovery, remote 
monitoring, hosted email, and endpoint security. These services extend 
throughout a customer’s organization. As such, it is very difficult for 
customers to switch managed service providers because the MSP is so 
entrenched with the customer.

Finally, another benefit of the MSP model is increased business 
valuation. There are many factors that determine the value of an IT 
solutions provider when it comes time to sell, but many of the most 
significant and impactful are related to the MSP model. A large amount 
of recurring revenue, customers on long-term contracts, and the use 
of automation tools are tell-tale signs of a successful business – signs 
worth many multiples to an MSP’s annual revenue. Buyers of businesses 
are looking for a safe bet, and the predictability and stability experienced 
through the MSP model gives them that.

CHALLENGES OF MAKING THE SWITCH
IT solutions providers interested in experiencing these benefits for 
themselves face a number of difficult decisions. The first is to define 
service offerings. There are an abundance of companies offering 
products that fall within the primary MSP categories, so thorough 
evaluation is recommended.

First, automation tools are a must. These include professional services 
automation (PSA) tools and remote monitoring and management (RMM) 
software. These are the backbone of every MSP’s business, and IT 
solutions providers should pay close attention not to just features, but 
pricing structure and integrations with the other tools they will be using. 
Some vendors have minimum monthly requirements, some augment their 
offerings with network operations center (NOC) services, and some offer 
a suite of solutions with tighter integration. Pricing will vary across the 
board. What works for one MSP, might not be the best for another, so it is 
important to take time performing a detailed analysis of the pros and cons 
of these products. 

Another potential challenge is finding the right timing to migrate existing 
customers. The transition time for current customers can be especially 
fraught with potential logistical potholes, particularly if those customers 
purchased products such as backup, endpoint security, and e-mail 
applications on a staggered schedule. As such, it is important to consider 
not just what one’s full managed services offering will look like, but how 
to get existing customers migrated to a monthly service bundle.
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LEADING WITH ENDPOINT SECURITY
Remote monitoring is a given part of every MSP’s offering. Backup 
and recovery has also traditionally been a leading service to pitch to 
customers. After all, disasters of all types — particularly ones created 
accidently by employees — can beset an organization at any time and 
threaten to cripple a company with data loss. Today however, many MSPs 
are leading with another important service — endpoint security. 

PCs and servers will always need protection, but today organizations 
must deal with new threats accessing their networks via mobile workers 
or those employees simply connecting their smartphones and laptops to 
the company network. At the same time, criminals have only increased 
their efforts at causing mischief, introducing new and startlingly effective 
ransomware with alarming frequency. Finally, many organizations in 
the financial, retail, and healthcare segments must now comply with 
mandates that ensure the protection of sensitive data. In short, there has 
never been a better time to start a conversation on the topic of security.

KEY SECURITY QUESTIONS TO ANSWER
Most traditional IT solutions providers have sold antivirus or at least 
support their customers’ purchases. There are likely a number of key 
questions MSPs must answer before moving forward with a managed 
security offering. The first is whether the provider should maintain 
any existing, purchased solutions or replace them. If replaced, should 
termination happen as customers reach end of subscription or all at once, 
potentially leaving money on the table? Then, of course, is the need to 
select a new security offering.

A best practice is to select a provider that helps reduce the overall cost 
of ownership. Again, the MSP model is about efficiency gains. With this in 
mind, one should look for a security offering that doesn’t require a local 
server, reducing hardware costs. Additionally, consider an offering that 
doesn’t rely on virus signatures or definition files, as endpoints not able 
to get updates become susceptible to infection. Also, it is important the 
software has minimal impact on a system’s performance. Oftentimes, 
antivirus applications can have a detrimental effect on a system, 
frustrating the end users it protects. Leading security applications are 
lightweight, and have no noticeable impact when running. 

In the event disaster strikes, it’s also important to have a solution that 
quickly remediates the situation. Look for software that can get a machine 
back up and running in minutes as opposed to hours or even days.

Also, leading software providers will include a management console 
that allows for the automation of routine tasks and gives MSPs a single 
pane of glass to oversee all their customers at once. If using such 
a management console isn’t of interest, having RMM and PSA tool 
integration is very important.

The process of transitioning into a managed security solutions 
provider brings real challenges, but the concept also raises 
unfounded fears. Endpoint security provider Webroot has 
identified five myths in particular that do not play out in practice.

Migrating clients must be expensive and time-consuming. 
Under Webroot’s model, licensing is “pay as you go,” self-
administered, and the portal is accessed through dynamic parent-
child key codes that give each entity their own dashboard. It is simple 
to add seats as customers transition, and the lack of hassles or 
delays provides a sense of control. 

Software transitions must be rigidly scheduled.  
In fact, there is no need to interrupt current protection to implement a 
new system, due to a lightweight, no-conflicting agent. Most endpoint 
solutions use a filter driver on the system, and a customer can’t have 
two different filter drivers running at the same time. 

Webroot can be installed before the existing software is removed due 
to the no-conflicting agent. Under this method, the client system is 
never exposed.

License purchases at the outset must be exorbitant.  
The pricing structure guards against this, with low-risk monthly billing 
and invoicing and the ability to only pay for the licenses you use. 
The way most software companies work requires an up-front capital 
expenditure. If you have 1,000 seats and it’s $10,000 per user per 
year, you’re required to pay upfront.

Webroot typically requires a year contract but with monthly invoices, 
which means MSPs don’t pay for an entire license up-front, and if a 
major customer is lost, the MSP isn’t still on the hook for the licenses.

Integration with RMM platforms must be incomplete 
and unpredictable. 
What deflates this myth is the fact that management of endpoint 
security functions can be consolidated into a single, centralized 
console, which reduces time demands on technicians managing 
endpoints and also leads to superior threat protection.

Webroot’s hierarchical management, with parent-child keycodes, 
allows an MSP to manage its entire endpoint environment through the 
single console, versus having to log in to each customer one at a time. 

It must be complicated to maintain   
client-specific policies.
In fact, Webroot enables quick deployment and configuration, which 
becomes increasingly useful as your client base expands. A standard 
template for all customers greatly increases the speed of deployment. 
Additionally, MSPs can create templates based on customer type 
— addressing the needs of healthcare customers, for instance, 
differently than normal small businesses.

Key Managed 
Security Myths
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Finally, look for a solution that can coexist with other antivirus and security 
applications. Installing the new software and securing can be done in 
minutes using scripting and automation. Going in and removing the old 
antivirus, often a painful process, can then happen as time permits.

CONCLUSION
If the managed services model didn’t work for both customers and IT 
solution providers, it wouldn’t have seen the adoption and success it has 
experienced in recent years. Making the transition is not easy, but it does 
hold promise. IT solution providers in transition can rest assured that their 
best and most profitable years are ahead.

WHO IS WEBROOT?
Webroot offers cloud-based, real-time, next-generation endpoint protection 
through its BrightCloud® security intelligence and SecureAnywhere® 

suite. The comprehensiveness of these features and capabilities lead to a 
seamless, efficient transition. Webroot is the largest privately held endpoint 
security company in U.S., with more than 7 million consumers, 1.5 million 
business users, and 1.3 million mobile users. 

Key attributes of Webroot include: 

 » Industry leading efficacy at 99.7%, with no signatures

 » Offers products less than 1 MB in size that take five seconds to install

 » No on-site infrastructure or costly hardware

 » Automatic updates with no user or system impact

 » When one individual encounters a threat, all gain protection

 » One-click support, with most problems resolved within 10 minutes

 » PCs automatically “rolled back” to their pre-infection state

 » Real-time threat analysis of URLs, IPs, apps, and phishing sites

 » Dwell-time infection alerting and reporting
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Broomfield, Colorado 80021 USA
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Webroot EMEA
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George’s Quay, Dublin 2, Ireland

+44 (0) 870 1417 070

Webroot APAC
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Chatswood, NSW 2067, Australia  

+61 (0) 2 8071 1900

About Webroot
Webroot delivers next-generation endpoint security and threat intelligence services to protect businesses and individuals around the globe. Our smarter approach harnesses the power of cloud-based collective threat intelligence 
derived from millions of real-world devices to stop threats in real time and help secure the connected world. Our award-winning SecureAnywhere® endpoint solutions and BrightCloud® Threat Intelligence Services protect tens 
of millions of devices across businesses, home users, and the Internet of Things. Trusted and integrated by market-leading companies, including Cisco, F5 Networks, Aruba, Palo Alto Networks, A10 Networks, and more, Webroot 
is headquartered in Colorado and operates globally across North America, Europe, and Asia. Discover Smarter Cybersecurity™ solutions at webroot.com.

By leveraging the cloud, Webroot has millions of inputs collecting threat 
data from around the globe in real time. Today, threats can come in 
various forms: data in simple executable files, credentials stolen through 
a malicious website set up specifically to trap the user, or through 
malware delivered from system to system. 

Additionally, Webroot threat protection watches more than 4 billion IP 
addresses, with only a small set active at any moment, and an even 
smaller set that are malicious, and changing all the time. 

WHO HAS WEBROOT HELPED TO DATE?
Webroot has been deployed on behalf of an increasingly impressive array 
of companies, with tens of millions of users worldwide, including more 
than 5,000 MSPs and 50,000 unique business customers. 

For example, the Continuum MSP Platform deployed SecureAnywhere® 
Business Endpoint Protection to 383,000 endpoints in less than 30 days. 
Garanti Bank integrated Mobile Security and deployed it to more than 1.2 
million users in less than 10 days. Other banks such as Citi, Barclays, 
and HSBC also protect customers with Webroot. And BrightCloud Threat 
Intelligence is integrated into the solutions of security and mobile solution 
companies like HP, Cisco, Microsoft, and Intel. 


